Jai UserGate UTiv

KoHTponb focTyna B UHTEPHET, ynpaBneHne
TpadUKOM U 3aLlMTa OT COBPEMEHHbIX Yrpo3

MakcumanbHas
6e30MacHOCTb ceTn

UserGate UTM obecneunBaeT KoOMMneKc-
HYI0 3aLUWTY OT MHTEPHET-YrPo3 B eAHOM
pelleHnIn B COOTBETCTBUM C KOHLeN-
ument Unified Threat Management.

MpoaykT obecneunsaeTt 6€30MacHOCTb
CeTV OT BHELWHWX BTOPXKEHWI 1 aTak,
BMPYCOB, ULLMHTA, TDOAHOB, Kelnorre-
POB 1 APYTrVIX BPELOHOCHBIX MPOrpamm,
a Takke No3BosAeT GULTPOBATL OMac-
HBI 1 HETaTUBHBbIA MHTEPHET-KOHTEHT.

UserGate UTM moxeT 3dpeKTnBHO 3ame-
HUTb HECKOMBKO APYI1X NMPOAYKTOB,
obecneuriBas NONHOLEHHYIO ceTeByto Oe30-
MacHOCTb, ynpasneHue TPadyKoM 1 MOHWTO-
PVIHT AEMCTBIIA NONb30BaTENS B MHTEPHETE.

UserGate UTM

d¢deKkTuBHOE
ynpasfieHne JOCTYNoM

UserGate UTM MOXeT KOHTPOIN-
poBaTb AOCTYM MNoJb30BaTeNen

K cariTam pas/IMyHbIX KaTeropum,
Web 2.0 KOHTEHTY, 3aKaukam 1 NoTo-
KOBOMY BU/EO, a TakXe JOMyCTUMYIO
LWMPWHY KaHana 1 MakCUManbHbIA
noTpebnsemblii TpaduK, OCHOBbI-
BaACb Ha Npasunax, MPUMeHAEMbIX
K Monb3oBaTenam Uan K rpynmnam
nonb3osatenen. [MpoayKT nogaep-
XKMBAET BCE COBPEMEHHbIE Mexa-
HM3Mbl aBTOPM3aUMK. [NoaaepKka
PaboThl ¢ SSL No3BONAET NPUMEHATDL
3T NOAUTUKM BO BCEX CITYYanx, YToO
He Bcerja BO3MOXHO Mpw UCMOMb-
30BaHWM aNbTEPHATVIBHBIX PELLEHWI.

besonacHocTb 3HEKTp0HHOI‘/'I NnoYTbl

3awumTa oT
COBpPEMEHHDIX yrpo3

UserGate UTM obecneuusaeT ry6o-

KNI aHaN13 KOHTEHTA, YTO B COYETaHMM

C MCMOMb30BaHMeM PenyTaLrOHHbIX
CepBMCOB NO3BONSAET ONIOKNPOBaTL pabo-
TY OMaCHbIX CKPWMTOB 1 Pa3HOOOPa3HbIX
HeraTMBHbIX MPUAOXKEHNIA. Tem Cambim
NpoayKT obecneunaeT yullyto 3amnTy oT
Tak Ha3blBaeMbIX Yrpo3 «Hyf1eBOro vaca,
a Takke No3BonAeT NpefoTBPaLllaTh Hapy-
LeHVe NPMBATHOCTH NOMb30BaTeNsa CO
CTOPOHbI PA3ANYHBIX MONCKOBbLIX MaLLINH,
COLMANbHbIX CETEN N APYIMX KOMMAHWNNA.

UserGate UTM pacno3HaeT BK/oyeHve
B KOJ CaliTOB PEK/IAMHOIO KOHTEH-

Ta Hanbonee 1N3BeCTHbIX BaHHEPHDBIX
ceTel 1 NO3BONAET VX O/IOKMPOBATD.

Advanced
Threat
Protection

YnyudiwieHune KayecTsa
VMHTEpHeT-AoCTYNa

[InA HenpepbiBHOTO BbINOMHEHNS GU3HEeC-
3a/]ay KpaliHe BaxKHO obecneunTb HaJex-
HOCTb PabOTbl MHTEPHETA, 3aLLNTY OT
No6bIX COOEB OCHOBHOMO MHTEPHET-KaHa-
/1a 1 aBTOMATUYECKOE NepeKyeHie Ha
pe3epBHbI KaHas. UserGate UTM obecne-
UMBAET BCE 3TW BO3MOKHOCTY, a TaKkKe
yckopsieT paboTy VHTEPHETa C NMOMOLLbIO
NCNONb30BaHNSA GYHKLIMN K3LIMPOBAHWS.
POAYKT TakKe No3BONAET rapaHTpo-
BaTb HEOOXOAVMYIO LIVPUHY KaHana ans
PabOTbl KPUTUYHO BAXKHbIX MPUNOKEHNI
1 obecneunTs KOHTPOSb 3@ MCMOSb30Ba-
HUEeM MPOrpPamm ¥ CePBUCOB, CBA3AHHbIX
C MHTEPHETOM, MOBbILLAA KAUYeCTBO 1
6ecnepeboriHOCTb PaboThl MHTEPHETA.

UserGate UTM obecrneunBaeT KaueCTBEHHYIO 3aLUMTY OT Yrpo3, CBA3aHHbIX C 3N1EKTPOHHOM
MOYTOW, 1 paboTaeT C NoObIMM MOYTOBLIMY CEPBEPaMM. TakM 06pa3om, MPOAYKT MO3BONA-
€T MOJIHOLEHHO UCMOMb30BaTh GYHKLMOHAN TOro MM MHOTO MOYTOBOTO CEPBEPA U B TOXKE
BpemsA NosyyaTb BCE MPEUMYLLECTBA OT MCMOMb30BaHWA AOMONHUTENBHbIX GYHKLMA MO 6e3-
OMACHOCTV U MOHUTOPWHTY. BCA 3arpykaemasn 3N1eKTPOHHaA MoyTa MPOBEPAETCA Ha Cam U
BMPYCbI, MPY 3TOM MCMOMb3YIOTCA Pa3nYHble METOAbI AETEKLMM, YTO MO3BONAET YyUlNTL

KayeCTBO 1 CKOPOCTb 0OPAOOTKN.

CooTBeTcTBYE TPE6OBAHMAM
3aKkoHopgaTtenbcTBa PO

WHTepHeT-6€30MacHOCTb
B €JMHOM pelueHun

[MponsBoauTenbHOCTb

1 OTKa30yCTONYNBOCTD,

He ycTynaioulas 3apy6exxHbiM
aHanoram

ExXegHeBHOe 06HOBNEHNE
6a3, 3appeKkTBHaA 60pbba
C HOBbIMM Yrpo3amum

3awuTa oT cnexeHus

n c6opa nHpopmauunmn

CO CTOPOHbI 3apy6eXHbIX
VHTEepPHET-KOMMaHuWI

O npopykTe

UserGate UTM oObeanHSAeT MeXCceTeBom
3KPaH, CncTemMy OOHapy»KEHNA BTOPKE-
HWI, 3aLMTy OT BPEAOHOCHbBIX MPOrpaMm

Y BUPYCOB, CUCTEMY KOHTEHT-GUABLTPALMK,
cepBepHbI aHTMcnam, VPN-cepsep v apy-
rve GYHKLUMW B eIMHOM PeLLeHnn, yioOHOM
ANA YCTaHOBKM V1 aAMUHVCTPUPOBAHWA.

B npoayKTe peanv3oBaHbl BCEBO3MOKHbIE
byHKUMK, bonee BoCTpebOBaHHbIE KPY-
HbIMW OpraHM3aunAMn. K HUM oTHOCATCA
KOHTPOSb AOCTYNa, OCHOBAHHbIA Ha UaeH-
TUUKaLMW Nonb3oBaTens, 6anaHCMpPoBKa
Harpy3Kku, yrpasneHve Noaocom nponycKka-
HVA, NpeaoTBPalleHme yrpo3, aHanwms SSL,
Pacro3HaBaH1e NPUNOKEHWUI 1 Apyrue.

UserGate UTM aBnaeTca LW30BbIM peLlie-
HMEM, KOTOPOe MO3BOSISET 0becneynTb
6€e30MacHOCTb KOPNOPATUBHOM CETU OT
BHELLHWX VHTEPHET-Yrpo3, obecneunTsb
ynpasneHne Tpadukom v WNPUHOW KaHa-
Na, KOHTPOANPOBATL MOAUTUKI JOCTYMNa

B IHTEPHET 1 MCMOMb30BaHUE NHTEPHET-
NPUNOXKEHW, a Takxke obecneunsatb
6e30MacHOCTb INEKTPOHHOM NOYThI. B npo-
AYyKTe peanr3oBaHa BO30XKHOCTb «F1yO0KO-
ro aHanm3sa Tpaduka» (DCI - Deep Content
Inspection), YTO faeT BO3MOXKHOCTb
3bdeKTMBHO 6OPOTHCA C MPOABUHYTHIMA
VHTEPHET-Yrpo3amu, B TOM Y1CAe C <yrpo-
3aMM HYIEBOrO AHA», A TaKKe 3aLiMLlaeT
NOJSIb30BATENEN OT CIEXEHMS U HErATUBHOM
peKambl.

UserGate UTM MOXeT 6biTb yCTaHOB/EH
Ha Nto6oN GY3NYECKON v BUPTYabHOWM
MaLLnHe.
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be3onacHoCTb ceTu 1 3aWMTa OT CETEBbIX Yrpo3
OGHapyxeHune Croinkas 3awwmTa oT
1 NnpeAoTBpaLleHne BTOPXKeHNN COBPEMEHHbIX Yyrpo3 Opyrve ¢pyHKuMn:

Cunctema obHapyxeHUa v NpeaoTBpaLleHns
sTopxeHnii (IDPS - Intrusion Detection and
Prevention System) no3sonAeT pacnosHa-

BaTb BPEJOHOCHYIO aKTVBHOCTb BHY TPV CETU.
OCHOBHO 3aflaveit CMCTeMbI ABNAETCA OBHapY-
eHue, MPOTOKONMPOBaHME 1 NpefoTBpalle-
HU1e Yrpos3, a TakKe NpefoCcTaBneHre OTYeTOB.

UserGate UTM crnocobeH obHapy»xuBaTb B 3arpy-
KaeMbIX CKpUMTaxX 1 dainax Kak M3BeCTHbIN, Tak

1 10 CUX NOP HEW3BECTHBIV BPEAOHOCHBIM KOA.
MPOAYKT Takxke MOXKET Pacno3HaBaTh TPaduK,
CBA3aHHbIM C YNpPaBNeHeM 1 KOHTPOMEM 33 COBpe-
MEHHBIMW MOCTOAHHbBIMM YrPO3aMK Ha OCHOBE
MOMEHTaNIbHOrO OMNpPeAeneHuns penyTaumnm Gannos.

yﬂy'-ILIJGHI/Ie nponsBoanNTeNIbHOCTUN N HAAEXXHOCTUN MHTEPHETa

MoppepxKa

pe3epBHOIro KaHasna

UserGate UTM obecneunBaeT BO3MOX-

HOCTb NepekntoveHna Mexay 4OCTYMHbl-

MW MHTEPHET-KaHaNnaMy OT pa3inyHbIX
I'IpOBaI;I,ELepOB, YTO NO3BONAET Cylle-

CTBEHHO NOBbICUTb HaAEXHOCTb N OTKa-

30yCTO\7Il4I/I BOCTb MHTEPHEeT-AOCTYra.

KswwupoBaHune

KawwpoBsaHue yckopsaeT paboTy cepBuca C MOMOLLbIO
3arpy3Ku KOHTEeHTa 13 NpeABapUTENIbHO COXPAHEHHOTO
JIOKaNbHOrO XpaHUAWLLA. K3LmpyoLwmi npoKcu-
cepBep AepKUT TOKanbHble KOMmK 4acTo 3anpa-
WIMBAEMBIX PECYPCOB, 3TO MO3BOSIAET CyLIECTBEHHO
YMEHbLINTL NOTPebAAeMyI0 MOOCY MPOMYCKaHKA.

YnpasneHue TpapuKom 1 KOHTPOJb AOCTYNA B UHTEPHET

KoHTponb
[OCTyna B UHTEpHeT

NpeHTndunkauma
nosib3oBaTtesien

UserGate UTM obecneunBaeT KOHTPOSb PaboTbl
BeO-NPUNOKEHWI 1 JOCTYMNA B MHTEPHET C MOMO-
Lblo CO3AaHNA NPaBWS, OCHOBAHHbBIX Ha Mepco-
HanM3MpPOBaHHOM NOAMTUKe. ITo obecneymsaeT
Pa3HOYPOBHEBbIN JOCTYMN K CETEBBIM Pecypcam

1 NO3BONAET pacnpeaendTb WPKUHY KaHana
MeXAY PasNNUHbIMY MPUNOKEHVAMM 1 CEPBUCAMU.

UserGate UTM noagepm1BaeT ayTeHTUOUKaLMIO
nonb3oBaTenei 1 NpUMeHeHNe K Nosb3oBaTeNAM
NpPaBUN MEXCETEBOIO SKPAHNPOBAHNSA, KOHTEHTHOW
brnbTPaLMK, KOHTPOMA MPWOKEHWI C NOAAEPKKOM
TaKMX CPeACTB 1 MPOTOKONOB ayTEHTUGMKALMK, KaK
Active Directory, Kerberos, RADIUS, LDAP, ngeHtudu-
UVpyeT Nosb3oBaTeneln TepMMHabHbIX CEPBEPOB.

KOHTeHT-GpunbTpaLms n KOHTPONb NPUNOXKEHNI

AHanus KOHTeHTa WHTepHeT-punbTpaumsa

/lcnonb3oBaHve MOAyNA HTePHET-GUNbTPaLWN
3HaUMTENbHO YBENMYMBAET 6€30MaCHOCTb JIOKab-
HOW ceTu, obecneunBas agMUHUCTPATUBHbIN
KOHTPOSIb 33 MCMO/b30BaHVEM MHTEPHETA, 3akauka-
MU 1 BNIOKMPYET NOCELLEHNA NOTEHLMANbHO Onac-
HbIX PECYPCOB 1 CalNTOB, HE CBA3AHHbIX C PAOOTON.

UserGate UTM ocyliecTenaeT Mopdonoru-
YecKui aHann3 Beb-CTpaHuUL, Ha Hanuune
onpeaeneHHbIX CI0B 1 CIOBOCOYETAHMN. ITO
MO3BONAET KOHTPOAMPOBATL AOCTYN K KOHKPET-
HbIM pa3fenam caiTa, He 6noKMpya pecypc
LIeNIMKOM Ha YPOBHE KaTeropuu Uan JOMeHa.

A TakXe:

- MOHVITOpVIHI' 1N CTaTUCTUKa
B peaJibHOM BpeMeHU

= DHCP-cepBep

= YnaneHHoe

= y6nuKkauua pecypcos aAMUHUCTPUPOBaHMe

= MexceTeBOM 3KpaH

= YnyulweHHan
aHTVBMPYCHasA 3aLmTa

Opyrve ¢pyHKumn:

= Bbicokas
OTKa30yCTOMNYUBOCTb

= YnpasneHue Tpadprkom,
6anaHCcMpoBKa KaHana

Opyrve ¢yHKLMN:
= YnpaBneHuve Tpapukom

= MopnepxKa KoHLenumn
BYOD (Bring Your
Own Device)

Opyrune pyHKUMN:
= KOHTPONb NpUIOKeHUN

= KOHTpOsb NCNONb30BaHMA
coumarnbHbIX ceTen

= JewndposaHume SSL

= bnoknpoBKka 6aHHepPOB,
BCIJIbIBAIOLLMIX OKOH
N CKPUMNTOB C/IEXKEHUS

* NHxkekTop. lNogctaHoBKa
CBOEro Kopa
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